The Trojan Horse Defence
By Marty Musters CISSP, CFE

No, this is not an article on chess. This is an article on the latest defengpestnadev
being used by criminals in their attempts to conceal their crimes. Whiyn&t it every
turn we find new ways to say, “It Wasn't Me”. In fact, some criminals kneting

Trojans on their computers with the idea that if caught, they will pull out their “defens
card.

As computer forensic investigators we are asked to take an image of aibard dr

preserve it for evidentiary integrity and then perform a detailed asagsvhat we

found. Sometimes the obvious isn’t so obvious anymore. When the guilt or innocence of
a person, their reputation, their standing in the community, their jobs, theindigd|i

civil action (which translates to money) and possibly jail time hang in the lealaisc
important to perform a detailed an accurate assessment that looks at alepossibl
scenarios.

There is the common scenario where the bad guys are using zombies or bots (small
computer programs residing on a computer and controlled by someone elsejtto ext
money from others. According to Symantec, the city of Winsford in Cheshire is the

world’s second biggest hotspot for zombies, followed by Seoul in Korea. The anit-virus
company estimates that nearly a third of between one and two million computers
worldwide infected with the bot software are now located in the UK. In a Sept 19 2005
article in TechWorld entitled “Zombies take hold of London”, the article delailv

zombie computers have become a weapon of choice for spammers and phisherssas well a
attackers looking to swamp a victim’s server with a distributed denial otseaaitack.

Take BetCBSports.com. In an Information Week article they tell of hoyrdezived an

email one day which said, “You have 3 choices. You can make a deal with us now before
the attacks start. You can make a deal with us whey you are under attack. Yawecan ig

us and plan on losing your Internet business”. This type of distributed denial of service
attack (DDos) is becoming increasingly popular against businesses yraimgiletely

on the internet for their source of revenue. Typically the amount of money asked for is
relatively small in comparison with the lost revenues the company could egpect a

result of being down. More times than not the extortion fee is paid. For those that don’t
pay, it is an endless battle of bandwidth. The more bots the extortionist control, the more
bandwidth they can pump into the DDos attack. The more bandwidth they throw at the
site, the more bandwidth you need to combat them. For an interesting article on how a
whiz kid and a bookmaker took on an extortionist and won, read the article published in
CSO online.conmttp://www.csoonline.com/read/050105/extortion.html?action=print

Which brings us to the more sophisticated type of bot or Trojan Horse. A different bread
of bad guy’s are using this as a defense, more commonly known as the “Trojan Horse



Defense”. Defendants are now pleading not guilty on the basis that someone else put
code on their computers that caused the illegal material to be present. KarlI8dfofie
Whitley England was cleared of possessing 14 images of child pornography. I anothe
case Julian Green of Devon England was acquitted of storing 172 images of child
pornography on his system.

So what can we do as forensics investigators do to combat this ever increasing proble
of “It wasn’t me”. | recently came across some excellent softthateevery forensics
investigator should have in their toolkit. Gargoyle Investigator Forensi&&ition made

by Wetstone Technologies. Gargoyle Investigator is an invaluable softvadfert

digital investigations. It is fast and easy to use, it provides investigatibrgwgortant
information regarding the contents of a suspect’s computer along with essentia
information about it's owner's computer use. Gargoyle performs rapid seasclesif

7000 known “bad or hostile” programs, their associated files and remnants of files. Onc
identified, Gargoyle also maps the detected files to the associatedvadymons, and
classifies them into a category of malware. With the ability to ideptfgntially hostile

or suspicious programs based on the loaded datasets (which are regularly updated by
Wetstone), it makes the forensic exam much easier. Gargoyle’s ForemstwoRld be

run as a standard on all forensic examinations to prepare the prosecution or defense for
the possibility that the Trojan horse defense may be used. Another useful feature of the
program is that the last accessed date/time as well as the installatittimesare made
available. This could provide valuable insight as to whether the Trojan/malewdce ¢

have been responsible or not for the downloading of the illicit file onto the computer.






All of the information we gather are simply pieces to a puzzle that mustdfallyaput
together. In the case where Trojans or malware is present, timelineseiud aaalysis
become critical. Was the Trojan loaded onto the system AFTER the child pornography
images were downloaded? What was the state of patching and anti virus protedtien on t
machine we are examining. What was the state of patching at the tim®jdre Was

loaded onto the computer? If there were no known vulnerabilities at the time the Trojan
was loaded how did it get on the computer? The most important question of course is to
properly identify the Trojan and determine what its capabilities are. A sivople

program receives a command from it's “master” so to speak to flood trafficetaanclP
address. In this case, our little bot would not be capable of downloading child
pornography. On the other hand, if there was a program on the hard drive that allowed
complete remote access then clearly we have a much more complex emal@iati

someone else besides the suspect had root access then who did what when becomes the
real question. How often did they use that root access. Are there clues in ttieatogs
would identify when this malicious activity was happening and was this thenteae



the child pornography was loaded. Was this an XP machine and was the personal firewall
turned on. What information can we glean from the firewall logs.

It is possible that our suspect is innocent by even the most simple of means. Take for
example our not very computer literate individual who sets us a wireless potasand

does not secure it. Inside his home network he has a couple of p/c’s and a notebook all
with file and print sharing turned on. His appreciative neighbor who does not have to pay
for internet services figures out one day that he can download child porn and view the
images on his neighbor’s p/c without ever loading the images on his own machine.

Another interesting benefit from running Gargoyle is that hiding prograkes, |
steganography, encryption, drive erasure and evidence altering progitbaiso be
identified. This will offer clues as to the intent of the suspect, their levelpbiistication,
covert behaviors, and paranoia levels can all be derived when searching foriapplicat
with a common theme. These behaviors can also assist in forensic examination.

Our world as forensic examiners is becoming more and more complex eatketday.
remember though, that the obvious is always as obvious as it looks
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